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Abstract

Digital Twin (DT) technologies are increasingly adopted as valuable methods to support
the analysis and optimization of Business Processes (BPs). The use of simulation-based
techniques in the BPM context is not new. Nonetheless, existing approaches for BP simula-
tion primarily focus on performance-related aspects. In this respect, this paper introduces
a data-driven framework for the automated generation of reliability-aware DTs derived
from event and state logs. The proposed method integrates process mining techniques,
resource reliability modeling, and model-driven transformations to produce executable DT
simulations capable of predicting the failure behavior of process resources. The proposed
framework has been applied to the predictive maintenance domain, where DT-based simu-
lations are used to estimate resource availability, identify possible failure scenarios, and
support the timely scheduling of preventive maintenance interventions. A manufacturing
case study shows that the proposed approach can enhance process operability and reduce
downtime compared to conventional BP execution without DT-based reliability insights.

Keywords: BPM; BPMN; digital twins; model-driven development; predictive maintenance;
process mining; simulation

1. Introduction

Modern Business Processes (BPs) are increasingly running on top of complex infras-
tructures that often include IoT-based and cyber—physical resources capable of detecting,
storing, and processing large volumes of data. These infrastructures generate continuous
data streams that constitute a valuable source of information for predictive analytics. The
correct and efficient execution of a BP depends not only on its logical control flow but
also on the behavior, availability, and health of the physical and software resources that
constitute the underlying execution platform [1,2]. The availability of innovative strategies
to deal with the reliability of execution platforms constitutes an essential requirement for ex-
ecuting BPs that orchestrate complex infrastructures such as production-critical equipment,
redundant subsystems, and heterogeneous resources.

Business Process Management (BPM) provides methods and technologies to support
stakeholders throughout the process lifecycle by offering tools for design, execution, moni-
toring, and continuous improvement [3]. Thus, innovative BPM approaches are required to
explicitly integrate reliability predictions into process design and execution.

Data Science and Artificial Intelligence are increasingly reshaping enterprise systems
and organizational practices from multiple perspectives, ranging from customer-oriented
applications such as CRM [4] to the support of knowledge extraction [5]. In Business Process

Technologies 2026, 14, 136

https://doi.org/10.3390/technologies14020136


https://crossmark.crossref.org/dialog?doi=10.3390/technologies14020136&domain=pdf&date_stamp=2026-02-23
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/technologies
https://www.mdpi.com
https://orcid.org/0000-0003-3656-5372
https://orcid.org/0000-0001-7079-8941
https://orcid.org/0000-0001-5711-1527
https://doi.org/10.3390/technologies14020136

Technologies 2026, 14, 136

2 of 30

Management, execution data can be systematically analyzed to derive process models, per-
formance indicators, and actionable insights on past and ongoing process behavior. When
combined with simulation-based approaches, these technologies enable organizations to
not only optimize the performance of BPs but also to adopt predictive strategies aimed at
maintaining the reliability and availability of the underlying execution environment.

Furthermore, Digital Twins (DTs) offer capabilities that extend beyond traditional
offline simulation or static process monitoring. A distinctive characteristic of DT lies in
the continuous synchronization between the real system and its virtual counterpart. This
enables executing effectively and timely what-ifanalyses based on real operational data,
as well as the enactment of data-driven adaptation mechanisms. However, current DT
research in BPM focuses primarily on performance-centric analysis—such as throughput
estimation, bottleneck identification, and resource utilization optimization [6]. In contrast,
the analysis of the reliability of the execution platform—crucial for processes that orchestrate
physical devices, robotic resources, sensors, or distributed software components—remains
comparatively underexplored.

This paper addresses this gap by proposing a data-driven framework for the auto-
mated generation of reliability-aware DTs of Business Processes. The proposed approach
relies on process mining (PM) [7,8], which discovers and monitors processes by exploiting
event logs collected from process-aware information systems (PAIS) [9], as well as state
logs generated by the devices and resources that make up the execution platform [10].
To exploit this information for predictive purposes, the approach uses the DT paradigm,
which is recognized as a promising solution to support the reliability analysis [11-13].
However, DT development requires systematic methods for the specification and evolution
of the required process models. In this context, model-driven engineering (MDE) provides
effective principles, methods, and standards to ease DT development [14,15].

In particular, the proposed approach exploits the Model-Driven Architecture (MDA) [16],
i.e., the concrete realization of MDE principles promoted by the Object Management Group
(OMG), which defines methods, tools, and standards for developing software systems
through chains of model transformations that progressively refine higher-level abstract
models into executable ones.

The primary contribution of this work consists of the specification of a data-driven
methodology for building reliability-aware DTs, along with the design and implementation
of a prototypal framework implementation. The proposed approach aims at supporting
innovative performance- and reliability-oriented BPM approaches to be used in different
domains, such as manufacturing, logistics, and service delivery. To illustrate the practical
use of the framework, the proposed methodology is experimented in the context of predic-
tive maintenance (PdM), a domain where reliability and failure prediction play a central
role [17,18].

The remainder of this paper is structured as follows. Section 2 surveys the literature
on predictive maintenance, digital twins, and data-driven process modeling and positions
the proposed contribution. Section 3 introduces the necessary background on PyBPM-
N/eBPMN and DT modeling. Section 4 presents the proposed data-driven DT framework.
Section 5 discusses the application of the approach in a manufacturing scenario. Finally,
Section 6 summarizes the findings and outlines future research directions.

2. Related Work

In the context of BPM, this work proposes a framework for the low-code development
of reliability-aware DT-based simulations that focuses specifically on the reliability evalua-
tion. The objective of this section is to provide a comprehensive overview of the state of
the art and to clearly position the contribution of this paper. This section is structured as
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follows. Section 2.1 explores the role of DT in PdM efforts. Section 2.2 reviews model- and
data-driven approaches to ease the development of DT. Section 2.3 discusses predictive
maintenance from a general perspective and with a specific focus on its application to BPs.
Section 2.4 illustrates how DT and Al can be integrated to enhance operational efficiency in
industrial systems Finally, Section 2.5 summarizes the previous work of the authors and
highlights the novel contribution proposed in this study.

2.1. Reliability Analysis and Digital Twins

DTs are increasingly being recognized as a powerful enabler for enhancing the reli-
ability, resilience, and operational continuity of complex systems. The ability to perform
real-time monitoring, scenario-based simulations, and data-driven forecasting makes DTs
particularly well suited for reliability-aware applications [11,17,19-23].

In [17], an extensive literature review outlines the broad advantages of DT in real-time
monitoring, failure prediction, asset life extension, and predictive control. This work also
identifies key challenges, including the complexity of implementation and the dependency
on infrastructure. The ability to analyze reliability and plan preventive interventions is
one of the recognized advantages of using DT, as acknowledged in [19]. This work also
highlights that DT acts as a powerful decision-making tool that supports operational and
logistics management through continuous data acquisition from IoT devices. Such data is
used in real time to configure a simulation model that mirrors the physical system, allowing
predictive maintenance planning [20]. A DT enables the simulation-based comparison
of different scenarios, thus allowing the identification of the most effective maintenance
scenario. Furthermore, the continuous feedback loop between the DT and its physical
counterpart enables ongoing validation and optimization of system operations [11].

The benefits of DT in the specific context of predictive maintenance have been empiri-
cally validated in [21], where such systems achieved fault detection accuracy up to 95%
and operational cost savings of 25 to 30%, together with notable reductions in unexpected
failures. The value of adopting DTs in the context of BPM is underlined in [22] where this
paradigm is acknowledged.

A particularly relevant domain where DTs are gaining traction is Business Process
Management (BPM), which includes both traditional organizational workflows and pro-
duction processes governed by loT-aware BPs [22]. In [23], a Digital Twin-based framework
that enhances the entire BPM lifecycle is proposed. The framework addresses the process
reliability by enabling runtime verification, anomaly detection, and proactive adaptation.

These contributions demonstrate that reliability analysis is increasingly recognized as
a fundamental asset in the BPM domain for ensuring the operability of processes running
on complex infrastructures. Building on these premises, this work advances the state
of the art by introducing a low-code paradigm through standards and tools from the
MDA. Moreover, unlike existing approaches, which are predominantly oriented toward
production processes, the proposed method that leverages the data-driven generation of
DTs from event logs and SysML models can be applied to any operational context, including
organizational processes, where the use of advanced tools to analyze reliability and ensure
process consistency is still underexplored.

An effective reliability analysis requires the adoption of appropriate methods and
techniques. In this respect, various techniques can be employed, ranging from purely
analytical approaches to those based on simulation. In particular, approaches exploiting
Discrete Event Simulation (DES) are recognized as a robust and widely applied technique
in the field of reliability engineering, thanks to its ability to effectively and flexibly model
complex interactions among system components, non-linear dependencies, and dynamic
maintenance policies [24].
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Finally, a common reference architecture, often based on the IBM MAPE-K loop [24],
includes six core subsystems: (i) a database, (ii) a process analytics component, (iii) a live
monitoring component, (iv) a real-time analytical engine for model evaluation and KPI
estimation, (v) a strategy evaluator to define corrective actions, and (vi) an executor to
implement these actions. The architecture proposed in this work has been inspired by
such contributions.

2.2. Data-Driven Approaches to Digital Twins

Model-Driven Development (MDD) and process mining (PM) can be effectively in-
tegrated in the design of DTs for BPM applications. In this context, MDD might play an
essential role [25,26]. MDD can be effectively adopted not only for DT modeling but also for
implementing the software components needed to automatically execute corrective actions
on the physical system based on insights provided by the DT. Furthermore, PM techniques
can be used to analyze event log repositories and generate BP models specifically suited
for reliability evaluation [27]. MDD approaches, in turn, support the (semi)automated
development of DT implementations starting from the extracted process model [25].

In complex systems, such as manufacturing environments, reliability is a critical factor.
Traditional reliability analysis methods are static, require domain experts, and involve
manually defined interventions that are typically performed after the occurrence of failure
events [10]. More specifically, the need to overcome these limitations by using real-time
data from physical systems to construct data-driven reliability models is underlined in [28].

In this regard, this work uses PMM techniques to build BP reliability-oriented models,
which serve as a foundation for subsequent stages of analysis. Building on these models,
MDD approaches are employed to systematically support the development of DT and
to enable the automated update of real processes according to the insights derived from
DT outcomes.

2.3. Predictive Maintenance and Business Processes

The relevance of PAM in both industry and academia is evidenced by the extensive
literature available on the subject. In [17], a comprehensive and valuable systematic review
of the literature emphasizes the importance of PAM by highlighting its motivations and
providing a detailed taxonomy. Among the main challenges identified by this review, one
of the most relevant is the lack of a reference architecture to guide the design of a system
capable of predicting future failures and supporting the implementation of predictive
maintenance actions.

In [29], a cyber—physical system (CPS) architecture is proposed for PdAM in manufac-
turing domains. The paper also discusses a case study dealing with self-driving vehicles
that operate in factories and warehouses and share transportation routes and tasks with
human workers. The system leverages IoT middleware to collect sensor data in real time,
enabling condition-based fault detection and prognosis. However, the main limitations
of the proposed approach include infrastructure complexity, the need for stable network
connectivity, and potential latency in data processing pipelines under high load conditions.

Although classical PdAM is mostly applied to physical machinery, a growing trend
involves predicting process-level issues through business process monitoring and mining.
Although these approaches are promising for anomaly detection, the construction of real-
istic reliability models still depends heavily on the quality of the datasets analyzed [30].
Furthermore, the real-time applicability of such PdM techniques to running BP environ-
ments remains under investigation [31]. In this regard, this paper proposes a method based
on DT to predict failures in production processes and possibly trigger automatic corrective
actions or notifications for timely preventive maintenance.

https://doi.org/10.3390/technologies14020136


https://doi.org/10.3390/technologies14020136

Technologies 2026, 14, 136

5 of 30

2.4. Digital Twins, Al, and Optimization for Maintenance and Operational Efficiency

Recent studies have investigated the integration of Digital Twins (DTs), Artificial Intelli-
gence (Al), and optimization techniques to enhance operational efficiency and maintenance
strategies in industrial systems.

In [32], a comprehensive systematic review on the application of Al, machine learning,
and deep learning techniques in machining operations is presented. The study highlights
the role of DTs as Al-enabled enablers for predictive maintenance, process optimization, and
energy efficiency, while also identifying key challenges related to data quality, scalability,
explainability of Al models, and their integration within industrial systems. The authors
emphasize the lack of unified and structured frameworks capable of combining DTs and
Al-driven decision-making at scale.

In [33], a Dynamic Reliability Digital Twin combined with Al techniques is proposed
to support predictive maintenance of industrial steel components. The approach leverages
physics-based reliability models to generate synthetic datasets used for training machine
learning predictors of Remaining Useful Life (RUL). While this contribution effectively ad-
dresses data scarcity issues and demonstrates the benefits of coupling DTs with Al models, it
focuses on asset-level reliability analysis and does not address the integration of DT-driven
maintenance actions within business process execution and management platforms.

In [34], a machine learning-driven Digital Twin architecture for the full lifecycle man-
agement of complex equipment is introduced. The proposed architecture embeds ML
models within DTs to support predictive maintenance, health management, and opera-
tional decision-making across different lifecycle phases. Although the approach shows the
advantages of combining DTs and ML for equipment-level optimization, it primarily tar-
gets physical asset management and does not explicitly consider process-aware modeling,
process mining, or the execution semantics of business processes.

Compared to these approaches, the present work addresses a complementary and less
explored challenge, namely the data-driven and model-driven generation of Digital Twins
for Business Processes. Rather than embedding Al or machine learning models within
the DT, the proposed framework exploits process mining techniques to derive executable
simulation models from event and resource logs and relies on an algorithmic evaluation of
simulation outcomes to generate corrective maintenance actions. Predictive maintenance is
therefore treated as an illustrative application scenario, while the main contribution lies in
providing a unified, low-code framework that integrates DT generation, simulation, and
feedback enactment directly within a BPM environment.

2.5. Past Work and Contribution Outline

This paper explores the use of DT to enable the predictive maintenance of BPs and
introduces an architectural framework for the automated generation of DTs with reliability-
driven data. In this respect, this paper exploits achievements and results discussed in the
authors’ previous work:

*  The idea of jointly using process mining (PM) and simulation in a predictive process
mining (PPM) approach has been introduced in [35].

* Alow-code framework for the analysis of BP collaboration through simulation has
been proposed in [36]. The framework, which relies on principles introduced in the
MDE field, makes use of methods, standards, and technologies provided by the MDA.

¢  The java-based framework for the modeling and simulation of performance- and
reliability-aware BPs, namely PyBPMN/eBPMN, has been introduced in [37].

Unlike previous approaches, this paper employs a full DT in which the simulation
model is continuously synchronized with the real system. The insights obtained from the
analysis of the simulation results are then used to adapt the physical system and prevent
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service interruptions or critical failures. By integrating PM techniques to derive reliability
models from XES-compliant event logs, the proposed approach addresses the limitations of
traditional methods and enables a data-driven, adaptive PAM strategy.

3. Background

This section provides the necessary background for this work. Specifically, Section 3.1
summarizes PyBPMN/eBPMN, the framework for performance- and reliability-enabled
BP modeling and simulation, while Section 3.2 briefly introduces the DT paradigm.

3.1. Performability-Enabled BPMN Extension (PyBPMN) and eBPMN

This section outlines the PyBPMN/eBPMN performability framework. PyBPMN is a
performability-enabled BPMN extension, which addresses the specification of performance
and reliability properties of BPs [37]. The PyBPMN extension is based on principles and
standards introduced in the model-driven engineering field, specifically by the OMG’s
Model-Driven Architecture (MDA) [16]. Such an extension addresses the non-functional
characterization of a BP according to four different dimensions:

*  Workload: to model the workload for the tasks in the process;

*  Performance: to specify the performance properties, i.e., efficiency-related properties
such as the service time, associated with single tasks;

*  Reliability: to specify the reliability properties of the resources that tasks depend on
to carry out the work requests;

*  Resource management: to describe the execution platform actually used for executing
the BP.

Figure 1 shows the PyBPMN metamodel, i.e., a class diagram in which classes define the
constructs to be instantiated at the model level. The figure also shows the relations between
novel PyBPMN metaclasses (i.e., classes in the metamodel) and extended BPMN ones.

The PyBPMN-based modeling approach does not introduce a separate notation for
representing the BP under study. Rather, the functional requirements of the process to be
analyzed are initially used to specify a standard BPMN model. Then, the model is enriched
with annotations that capture the non-functional requirements, according to elements (or)
introduced in the PyBPMN metamodel.

As an example, the performance characterization of a BP is described in PyBPMN
using the abstract metaclass PaQualification, which can be specialized as PaService
to specify the service demand for executing a single request. Regarding the represen-
tation of the reliability of BP resources, the PyYBPMN metamodel includes the abstract
metaclass DaQualification, which can be specialized as DaFailure, for specifying the
failure-related properties, e.g., the probability distribution of failure or repair events. A
detailed description of the PyBPMN extension is given in [37].

PyBPMN provides a resource definition that is complementary to the standard BPMN
one. In BPMN, a resource is an abstract role involved in an activity, whereas the PyBPMN
resource definition allows the specification, at design time, of the real entities that per-
form the activities, along with their non-functional properties. A PyBPMN resource can
model a human worker, a piece of equipment, a functional division of an organization, an
autonomous system, a web service, or any other entity which can be used to carry out a
service request.
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Figure 1. Relations between BPMN and PyBPMN metaclasses.

The capability of effectively modeling a complex execution platform composed of
multiple and potentially redundant resources represents a central feature of PyBPMN. The
core element is constituted by the PyBaseResource metaclass, which models a resource
that is part of the execution platform. It can be specialized in terms of the concrete classes
PyPerformer, Broker, and PySubsystem. The PyPerformer class represents the actual
work performer that executes the service requests by selecting the required number of
performers from a pool of available resources. The PySubsystem class allows the modeling
of a complex resource defined in terms of its elementary components. Finally, the PyBroker
class represents a resource manager responsible for dynamically selecting a resource from a
set of candidate resources to execute a service request. The selection is performed according
to configurable policies that determine how the current resource is initially selected and
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replaced if needed, e.g., in case of unavailability. The broker supports different selection
strategies, such as round-robin, fail-over, or priority-based selection, and explicitly models the
management of unselected resources through standby policies (e.g., hot or cold standby).
PyBPMN models can be directly simulated by using eBPMN, a Java-based domain-specific
simulation framework introduced in [38]. The eBPMN framework has been explicitly
designed according to the execution semantics defined in the BPMN 2.0 specification [39].
More specifically, BPMN flow elements such as tasks, gateways, events, and sequence
flows are implemented as eBPMN entities that handle the execution of process instances
through a token-based mechanism, ensuring compliance with BPMN execution rules.
Indeed, eBPMN natively supports the simulation of complex process structures, including
parallel branches, synchronization points, and concurrent task execution, which are directly
mapped to corresponding eBPMN elements and execution behaviors.

3.2. Digital Twin

The Digital Twin (DT) concept has gained significant attention in recent years, partic-
ularly in the industrial and engineering domains. A DT is a virtual replica of a physical
system that is continuously updated with real-time data to enable simulation, analysis, and
optimization [11]. DTs have been adopted in various sectors, including manufacturing,
healthcare, and infrastructure management. One of the most promising applications of
DT technology is in predictive maintenance, where real-time monitoring and simulation-
based techniques are jointly employed to prevent failures, reduce downtime, and optimize
maintenance schedules.

A key distinction must be made between a Digital Twin and a Digital Shadow [40].
Although both concepts involve digital representations of physical assets, they differ in
their level of interaction and data exchange. A Digital Twin establishes a bidirectional link
between the physical and digital systems, enabling not only passive data collection but
also active decision-making and control. The continuous feedback loop allows for dynamic
adjustments and real-time optimization of the physical asset. In contrast, a Digital Shadow
is a more limited form of digital representation in which data flows only in one direction,
from the physical object to its digital counterpart, without active feedback or influence
over the physical entity. Although a Digital Shadow can still provide valuable insights
by analyzing historical and real-time data, it lacks the ability to directly interact with or
modify the physical system based on predictive analytics.

DT adoption has emerged as a promising approach to support predictive maintenance,
where it can be used to prevent system failures, optimize maintenance schedules [13], and
also to enable proactive decision-making [10,17]. By integrating IoT sensor data, process
mining algorithms, and simulation-based techniques, DTs forecast potential failures and
recommend optimal maintenance actions [41], thus improving reliability and reducing
operational costs.

3.3. Predictive Maintenance

Predictive maintenance (PdM) is an approach that takes advantage of data analysis
to predict the failure of system components and schedule timely interventions before
breakdowns occur. Its relevance in many operational fields is evidenced by the available
literature that underlines the benefits and challenges of this technique.

Specifically, PAM has emerged as a key paradigm to ensure the reliability and availabil-
ity of complex systems, shifting the focus from reactive interventions to proactive strategies
that anticipate failures and reduce downtime. Traditional PdM techniques are based on
sensor monitoring, trend analysis, and fault prediction, providing significant benefits in
terms of cost reduction, improved productivity, and lower downtime [42,43]. When applied
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to organizational and operational Business Processes (BPs), PAM requires the capability
to continuously monitor execution platforms, analyze the condition of heterogeneous
resources, and adapt process execution to prevent failures.

Various systematic literature reviews have been proposed that underline the potential
of PdM to reduce downtime and improve operational efficiency [44,45]. Such contribu-
tions also identified key challenges, such as data quality, interoperability, and the lack of
standardized frameworks.

As underlined in [18], existing PAM approaches often rely on static models or require
extensive manual calibration, which limits their adaptability and scalability. The adoption
of data-driven techniques and DT constitutes a promising opportunity to enable proactive
decision-making [10,17]. DTs, by using IoT data and simulation models, enable accurate
failure prediction and optimal maintenance planning [41].

Further research is needed to develop integrated frameworks for DT-based predictive
maintenance of BPs. This work contributes by proposing a model-based DT architecture
specifically designed for reliability-aware BP monitoring and management.

4. Data-Driven Framework for the Reliability-Aware DT

The conceptual architecture of the proposed framework is shown in Figure 2. The
objective of the architecture is to identify systems, actions and data flows for supporting
the development of a DT focusing on the reliability analysis of BPs.
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Figure 2. Architecture of the BP predictive maintenance framework.

The framework includes the physical system (PS) and the related data-driven DT. As
noted in Sections 1 and 3.2, the proposed approach takes advantage of a complete DT
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paradigm. More specifically, on the one hand, real-time data gathered from the physical
system are used to develop a simulation model of the PS. On the other hand, simulation-
based predictions are analyzed to generate appropriate actions that support variation in
the PS configuration, to address reliability issues. Furthermore, the DT configuration is
continuously updated to remain aligned with its physical counterpart.

The PS is structured into three main subsystems:

e BP Engine, which is a Process-aware Information System (PAIS) responsible for
executing the BP that models the operational logic of the system and orchestrates the
resources and equipment that make up the underlying execution platform. It is also
capable of tracking all events that occur during the execution of the BP.

e Execution Platform, which is composed of a set of hardware resources (i.e., sen-
sors, actuators, equipment in a production line, etc.) and/or software resources (i.e.,
web services).

¢  User Interface, which enables the system administrator to deploy the BP and manage
its execution. Through the user interface, the administrator is also able to monitor the
state of the execution platform’s devices.

* Event Log Repository, which stores the event data captured by the BP engine. In
the remainder of this work, we assume that the event log conforms to the IEEE
eXtensible Event Stream (XES) standard [46]. It is worth noting that the use of a
different formalism does not alter the overall structure of the framework. The format
of the event log is discussed in Section 4.3.

*  State Log Repository, which stores the operational state of the various devices in
the execution platform. The different kind of information stored in the state log is
illustrated in Section 4.3.

The data-driven DT component consists of three subsystems:

e Data Analysis: the subsystem responsible for analyzing the data contained in the logs
to discover the information needed for the initial development of a reliability-aware
BP model and for its update to ensure that it remains aligned with changes in the
physical system. It is described in detail in Section 4.3.

¢ Digital Twin Development and Execution: the subsystem that constitutes the actual
DT. Specifically, the information produced as output by the data analysis component is
used to create (and update when needed) the reliability-aware BP model. The latter is
then used to generate the implementation of the simulation system, whose execution
allows one to obtain predictions on the availability of the physical system. The Digital
Twin Development and Execution subsystem is described in detail in Section 4.4.

*  Results Analysis and Feedback: the subsystem responsible for analyzing the data
produced by the simulator and providing the necessary feedback to the physical
system. This component is described in Section 4.5.

The proposed approach aims to analyze BPs from a reliability perspective and, when
needed, to timely enact appropriate corrective actions. A key aspect for effectively achieving
this objective lies in the data-driven nature of the framework: through data and models,
the DT is built and constantly aligned with the corresponding physical system. In this
regard, the availability of a suitable resource conceptual model enables designers to specify
the structure of composite devices, thereby supporting effective predictions of resource
reliability. In addition, automated methods are introduced to exploit simulation outcomes
to specify, schedule, and execute appropriate actions aimed at mitigating reliability issues.

Specifically, the method relies on the following information sources:

*  State and event log repositories, used for discovering BP models along with the
relevant performance- and reliability-oriented characterizations.
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* A SysML model, which specifies the allocation of process tasks to execution resources
by use of a Block Definition Diagram (BDD), and the detailed structure of each resource
composing the execution platform throughout an Internal Block Diagram (IBD).

These artifacts are processed through model transformations that generate (either fully
automatically or with subsequent manual refinement):

(i) an intermediate reliability-aware simulation model;
(ii) the executable implementation of the simulation model;
(iii) the specification of corrective actions.

In this regard, the rationale for resource modeling is presented in Section 4.1, while
the adopted strategy for corrective actions specification is discussed in Section 4.2. Finally,
the three data-driven DT subsystems are described in Sections 4.3-4.5.

4.1. Execution Platform and Resource Modeling

In many real-world scenarios, the various resources orchestrated by a BP could be com-
plex systems themselves. An execution platform can be made up of equipment structured
into multiple subsystems or include multiple redundant devices that ensure operability in
the event of failures.

To enable the appropriate representation of such scenarios with the required degree
of flexibility, and according to the design principles at the basis of PyBPMN, an execution
platform (EP) is a set defined as EP = {Ro,R;,...,Rx}

Each resource R; withi = 1,...,n represents a hardware or software system that is
orchestrated by a BP engine to fulfill a well-defined service request. More specifically, each
resource R; represents one of the following entities:

*  Atomic Resource: the structure of R; does not require further specification. It is treated
as an atomic entity capable of processing a service request coming from the BP engine.
In the PyBPMN framework, this kind of resource is identified as a Performer;

¢ Structured Resource: The resource R; is structured in various subsystems. Formally,
R; = {R},R5,,..., Rfj, ..., R3);}, where each resource Rfj represents a subsystem in
which R; is structured. In order to process a service request, all M subsystems Rfj
must simultaneously be in an operational state, otherwise the whole subsystem R; is in
a failed state and the service request cannot be processed. In the PyBPMN framework,
such resources are referred to as subsystems.

* Redundant Resource: The resource R; represents a collection of various redundant
devices, R; = {R}}, R}, ..., Rfj, ...
device that operates according to either a cold-standby or hot-standby paradigm:

,R;K}, where each resource Rfj is a redundant

initially, one device, e.g., R};, is set to the active state, while the remaining K — 1
redundant devices are in an inactive state. The active resource is responsible for
executing the service requests directed to the redundant subsystem R;. In case of
failure, the active resource enters a failed state, and a different inactive resource is
selected and configured as the new active one. To process a service request, at least
one of the K redundant devices R}, must be in an operational state; otherwise, the
redundant subsystem is considered to be in a failed state and the service request cannot
be executed. In the PyBPMN framework, such resources are referred to as brokers;

The metamodel that conceptually specifies the structure of the resources is represented
in the class diagram shown in Figure 3.
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components * «abstract» * alternatives
Resource
1 1
StructuredResource AtomicResource RedundantResource

Figure 3. Conceptual model of resources.

The BP engine is therefore configured so that each task of the BP is associated with
one or more resources R; among those that make up the execution platform EP. It should
be underlined that if R; (or one of its subsystems) is a redundant subsystem consisting of K
device resources, the BP maintains its operability through a reconfiguration operation in
which the failed resource is replaced at runtime with an available backup.

Based on the resource metamodel mentioned above, the SysML Resource Profile pro-
vided in Figure 4 is introduced. The profile enables the characterization of the execution
platform components according to the resource metamodel and, ultimately, provides the
information required to drive the automated generation of the PyBPMN extended model,
as discussed in Section 4.4.1.

<<stereotype>> <<stereotype>> <<stereotype>>
Atomic Redundant Structured

<<metaclass>> <<metaclass>>

Association Class

N

<<stereotype>> <<stereotype>> <<stereotype>>

Usage Activity Alternative

Figure 4. SysML resource profile.

4.2. Corrective Actions Modeling

The resources that compose the execution platform of a BP are subject to failure. The
DT introduced in this work is not limited to predicting resource failures using simulation
techniques. An essential aspect of DT lies in the ability to exploit predictions of system
behavior and to provide feedback which impacts the system state. In this work, corrective
actions aim to enable or support preventive maintenance, with the ultimate goal of mini-
mizing downtime and preserving system operability. To this end, the metamodel shown in
Figure 5 is introduced.

1
PlatformDefinitions

*

Action « 1 Resource
DateTime plannedExecTime String id
String name

[ String semantics

| alternative
Alert Replace

String message

Figure 5. Conceptual model of corrective actions.
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An execution platform is composed of n elements of type Resource, which owns three
attributes: a unique identifier (id attribute), a name (name attribute), and the description of
the resource semantics (semantics attribute).

For each resource, it is possible to specify an arbitrary set of corrective actions (meta-
class Action), each to be executed at a given time (attribute plannedExecTime). The current
framework supports two types of corrective actions, represented by the two subclasses
of Action:

o Alert: specifies a text message sent to the administrator;

* Replace: identifies a backup resource, part of the execution platform, which can
replace the active resource before its failure to preserve the system operability
(alternative reference field).

The conceptual model of corrective actions hereby introduced enables effective system
governance and ensures compliance with safety constraints. Only actions explicitly marked
as automatically applicable, such as the replacement of redundant resources, can be enacted
without human intervention (while still under human supervision). In all other cases, the
framework generates notifications to inform system administrators about predicted failures,
preserving a human-in-the-loop approach for safety-critical decisions.

Listing 1 shows an example of the XML description of preventive maintenance actions
for the resource RoboticArm-01. Assuming that simulation analysis predicts a potential
failure on 15 January at 17:23, three corrective actions are generated:

1. A first notification message is sent to the administrator, to inform in advance about
the expected failure of a resource RoboticArm-01;

2. A second message is sent to notify the start of the replacement procedure;

3.  The automatic replacement of resource RoboticArm-01 with its backup RoboticArm-
01B is enacted.

Listing 1. Example of corrective actions for a resource.

<?xml version="1.0" encoding="UTF-8"7>
<act:executionplatform xmlns:act="http://sel.uniroma2.it/actions">
<act:resource id="RA-01" name="RoboticArm-01"
semantics="Automated device that equips the assembly station">
<act:alert
plannedExecTime="2026-01-08T09:00:00"
message="Expected failure on 15/1/2026 17:23:09"/>
<act:alert
plannedExecTime="2026-01-15T23:59:00"
message="The resource RoboticArm-01 is being replaced with
RoboticArm-01B"/>
<act:replace
plannedExecTime="2026-01-15T23:59:00"
alternative="RA-01B"/>

</act:resource>

</act:executionplatform>

4.3. Data Analysis

In the proposed framework, the adoption of a data-driven approach is essential to
ensure that the DT is aligned with the current state of the PS, based on data collected at
each analysis cycle. Such data, discovered from logs, captures task execution information
and resource failure and repair events. Therefore, the availability of appropriate data is
crucial to develop an effective simulation model which is able to capture the reliability-
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oriented characteristics of the PS. As underlined in Section 4.1, in the addressed scenario,
the resources that make up the execution platform are orchestrated by a BP engine.
According to a widely shared assumption [7,9,10],

e The BP engine (i.e., the PAIS) orchestrates the hardware and software resources capable
of accomplishing the needed service requests, according to the execution flow specified
by the BP model. The execution of each BP task generates appropriate events.

*  The PAIS captures event-related data and records them in the Event Log Repository
(see Figure 2).

*  Asgenerally each PAIS might capture various information, which varies depending on
the specific operational context, we assume that the recorded data are compliant with
the XES standard and include standard attributes that identify a trace and the activity
name. In addition, there are attributes provided by three standard extensions [46]:
Start Timestamp and Completion Timestamp from the lifecycle and the time exten-
sions, and Resources and Role from the organizational extension. Figure 6 shows an
example of an event log illustrating the various information recorded for each event.

We also assume that each resource can detect and record its own state in a state log [10].
Although, in general, resources can track different states (e.g., operational, busy, idle, failed,
etc.), for the purposes of this research, we assume that the state log is defined by the
following attributes:

*  Resource Id, which uniquely identifies a resource R; € EP;
e Timestamp, in the format YYYY-MM-DD HH:mm:ss.sss;
. State, which can take values operative and failed;

Figure 7 illustrates the structure of the state log.

Start Timestamp

Complete Timestamp

Activity

Resource

2025/09/02 00:00:00.000

2025/09/02 00:01:48.000

Component Feeding

PickAndPlaceTool

2025/09/02 00:01:48.000

2025/09/02 00:02:58.000

Component Feeding

ComponentConvBelt

2025/09/02 00:00:06.000

2025/09/02 00:08:01.000

Component Feeding

PickAndPlaceTool

2025/09/02 00:08:01.000

2025/09/02 00:09:58.000

Component Feeding

ComponentConvBelt

2025/09/02 00:02:58.000

2025/09/02 00:12:23.000

Product Assembly

AssemblyStation

2025/09/02 00:09:58.000

2025/09/02 00:18:10.000

Product Assembly

AssemblyStation

Figure 6. Structure of the event log.

Timestamp ResourcelD State
2025/09/02 00:00:00.000 [PP-01 Operative
2025/09/02 00:00:00.000 [RA-01 Operative
2025/09/05 07:29:12.000 [RA-01 Failed
2025/09/05 015:12:05.000{RA-01 Operative

Figure 7. Structure of the state log.

As shown in Figure 2, the data analysis phase is structured into two main steps.
The first step, performed by the process mining component, focuses on the analysis of the
event log, while the second step processes the resource log through the Identification of
Failure/Repair PDF component. The joint objective of this phase is to derive a simulation
model of the process under study, consisting of a BPMN representation that captures
the process flow together with the performance and reliability parameters required for
accurate simulation. Distinct approaches are adopted for the analysis of the event and
resource logs; further details are provided in Section 4.3.1 and Section 4.3.2, respectively.
The information retrieved from the log repositories is then used by the DT Development

https://doi.org/10.3390/technologies14020136


https://doi.org/10.3390/technologies14020136

Technologies 2026, 14, 136

15 of 30

and Execution component to build the digital counterpart of the physical system and obtain
predictions about the resource failure. This aspect is discussed in Section 4.4.

4.3.1. Event Log Analysis

For the event log analysis, PM tools are employed to discover information such as the
structure of the BP model, the process workload, tasks’ performance characterization (e.g.,
the average service time), routing probabilities, etc.

In this respect, it is worth noting that real-life logs might exhibit quality issues such
as missing events, incomplete traces, and attribute sparsity (e.g., missing timestamps or
resource identifiers). As extensively discussed in [7,8], several existing algorithms and
approaches can be adopted to mitigate these quality issues, so as to discover process models
that achieve an appropriate level of quality in terms of fitness, precision, generalization, and
simplicity. As an example, missing lifecycle transitions (e.g., only completion timestamps
being recorded) can be addressed through lifecycle repair and timestamp interpolation
techniques, which reconstruct plausible start times and ensure a consistent ordering of
events. Incomplete traces, where prefixes or suffixes of the execution are missing, can be
mitigated by alignment-based repair methods and by exploiting behavioral constraints
derived from the discovered process model to infer the most likely missing events. At-
tribute sparsity, such as missing resource or role annotations, can be reduced by adopting
probabilistic assignment rules based on attribute similarity. Additional preprocessing steps,
such as noise filtering and outlier removal, further improve the robustness of the discovered
model. The use of such approaches to derive a high-quality BP model has already been
discussed in previous works [35] and will not be further detailed here. Interested readers
are referred to the relevant literature. Finally, as underlined in Section 5, the example
application discussed in this work makes use of synthetic logs that are not affected by
the above-mentioned quality issues. Nonetheless, appropriate preprocessing techniques
are commonly provided by the ProM process mining tool that is part of the proposed
framework prototype implementation.

As clarified in Section 5, the prototypal framework implementation includes the
ProM tool [47] to perform event log analysis and ultimately discover the process structure,
workload characteristics, and resource-related performance parameters.

The process structure is discovered through the IDV plugin, which derives a Petri
Net from the event log and converts it into a BPMN model via the Convert Petri Net to
BPMN plugin. This plugin also evaluates the fitness of the discovered model and provides
token statistics for each node, which are exploited to compute routing probabilities for
BPMN gateways. These parameters are incorporated into the PyBPMN model and used
to configure the corresponding eBPMN Gateway elements of the executable simulation.
Process workload parameters are obtained from the Trace Analysis view of the ProM Log
Viewer to estimate the inter-arrival time of process instances and configure the eBPMN
Source elements. Resource workload is derived from the Paths and Service Time view of
the Inductive Visual Miner plugin, combining task service times with resource processing
rates; the resulting parameters are used to configure the eBPMN Task elements.

4.3.2. Resource State Log Analysis

The state log analysis requires a dedicated component in charge of determining, for
each resource, the mean values of failure (MTTF) and repair (MTTR) events, as well as their
corresponding probability distribution functions (PDF). This component is referred to as
Identification of Failure/Repair PDF in Figure 2.

In this respect, various methods can be adopted. Maximum likelihood estimation
(MLE) consists of identifying the parameter values that maximize the probability of ob-
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serving the empirical data, thus providing statistically grounded estimates of failure and
repair distributions. Alternatively, Bayesian estimation methods can be employed to infer
the distribution parameters by combining prior knowledge with observed evidence. The
prototypal implementation used to analyze the case study discussed in Section 5 relies on
MLE, as it offers a straightforward and well-established approach for parametric inference
in the presence of sufficient historical data. The estimated parameters are included in the
PyBPMN model and are finally used to configure the eBPMN Performer elements of the
executable simulation. It should be underlined that the proposed Digital Twin framework
is agnostic to the specific estimation technique adopted: the use of a particular estimator
does not alter the conceptual architecture of the method, but only the way in which the
PDF parameters are computed from the state log.

4.4. Model-Driven Digital Twin Development and Execution

The development of the simulation that constitutes the actual DT of the physical
system is carried out in two steps. First, the data extracted by the Data Analysis component
are used to build a reliability-aware model of the BP. Then, this model is used to generate
the implementation of the executable simulation.

Furthermore, the DT implementation component is also responsible for the automatic
generation of maintenance actions. The following Sections 4.4.1-4.4.3 discuss these steps.

4.4.1. Generation of the Reliability-Aware BP Model

The simulation model, as described in Section 3.2, is a BPMN model annotated ac-
cording to the PyBPMN extension. This model is automatically generated through a
model-to-model transformation implemented by the Model Development and Update compo-
nent. The transformation takes as input the data extracted by the Data Analysis component
and a SysML model that describes the execution platform and the allocation of BP tasks to
resources. More specifically, the transformation takes as input the following information:

¢ A BPMN model serialized to an XMI document, discovered by the process mining
tool. As discussed in Section 5, in the paper case, the IDV plugin provided by the
ProM Tool has been used.

*  The performance-related parameters that complete the BP model:

—  Process Workload: the PDF along with its characterizing parameters (e.g., mean
value, variance, etc.) describing the requests’ inter-arrival time.

—  Task Service Time: the PDF and the relevant characterizing parameters describing
that models the service time of each task.

- Resource Cardinality and Routing Probabilities: the number and type (role) of re-
sources involved in each task.

- Resource Cardinality and Routing Probabilities: the routing probabilities of each
exclusive diverging gateway computed from the number of occurrences of task
execution in each trace.

¢  The reliability-related parameters that characterize the execution platform, which are
defined in terms of the mean values of failure (MTTF) and repair (MTTR) events, as
well as their corresponding probability distribution functions (PDFs).

*  The SysML model serialized to an XMI describing the execution platform.

The transformation rationale is outlined in Algorithm 1.

The Digital Twin is generated and subsequently updated through data analysis cycles
triggered at configurable time intervals. At each cycle, the simulation model and its
parameters can be regenerated based on newly collected logs, allowing the DT to reflect
the current system behavior.
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Algorithm 1 Generation of the Annotated Performance Model

Input: bpmn: process model in XMI format;
sysml: execution platform in XMI format;
exec_platform: list of resources composing the execution platform;
pef_parameters: set of performance parameters of each task;
rel_parameters: set of reliability parameters of each resource.
Output: pybpmn: reliability-aware bpmn model.
Init pybpmn < bpmn.
for all resource r; in exec_platform do
retrieve b, block in sysml BDD such that b,.name = r;.name
if b, is stereotyped as «atomicy then
pybpmn <— new «PyPerformers annotation where:
serviceTime < pef_parameters[r;]
MTTF MTTR <— rel_parameters[r;]
else if b, is stereotyped as «structured» then
partSet < parts composing b, in sysml IBD
pybpmn < new «PySubsystems annotation where:
name < b,.name
components < partSet
else if b, is stereotyped as «redundanty then
altSet < parts composing b, in sysml IBD stereotyped as «alternatives
pybpmn <— new «PyBroker» annotation where:
name <— ri.name
alternatives < altSet
end if
end for
for all task t; in pybpmn do
for all a; associations in sysm! BDD do
sBlock < a;.source
if sBlock.name = t;.name and sBlock is stereotyped as «activity» and a; is stereotyped
as «uses» then
usageList < a;.target
end if
end for
t; in pybpmn <— new «PyDescriptor» annotation where:
resources ¢ usageList
end for
for all Source nodes s; in in pybpmn do
s; in pybpmn < new «PyDescriptor» annotation where:
workloadParams <— rel_parameters|s;]
end for
for all diverging gateways g; in pybpmn do
rprob <— pef_parameters[g;]
for all outgoing edges ¢; of g; do
ej.routingProb « rprob|ej]
end for
end for

4.4.2. Generation of the eBPMN Executable Simulation

As underlined in Section 1, the executable simulation is based on the eBPMN frame-
work. The relevant Java-based implementation can be obtained straightforwardly from
the PyBPMN model through a model-to-text transformation, as illustrated in [48]. The
code generation is carried out by the DT Implementation Generator component. Both the
PyBPMN metamodel and the eBPMN framework are built on top of the Eclipse Modeling
Framework, which provides a concrete implementation of the MDA standard.
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4.4.3. Generation of Maintenance Actions

The DT implementation component is also responsible for the automatic generation of
maintenance actions according to the rules specified herein. For each atomic resource, the
following actions are defined:

The ultimate objective of the DT is to specify, schedule, and execute appropriate main-
tenance actions based on the expected failures of the resources composing the execution
platform. Specifically, such actions take into account the nature of each resource (e.g.,
whether it is redundant or not) and are determined according to the following rules:

¢  Preventive maintenance notification: atomic and structured resources do not have an
available backup device that can be activated in case of failure. In this case, a notification
action is scheduled to notify the expected failure event in advance. The administrator
is then responsible for planning and executing the required maintenance intervention,
coherently with the resources RUL, ensuring minimal impact on system operations.

*  Automated reconfiguration: redundant resources are associated with a pool of backup
resources. In this case, three actions are generated:

- anotification informing about the expected failure time. This notification is sched-
uled prior to the failure event;

- an automated replacement action to activate an available backup resource before
the failure occurs. This action is scheduled prior to the failure event;

- anotification informing about the actual execution of the automatic process recon-
figuration.

The actions list is initialized by the DT implementation and subsequently updated after
the simulation outcomes analysis, as illustrated in Section 4.5. Specifically, the initialization
process is provided in Algorithm 2.

Algorithm 2 Initialization of Maintenance Actions

Input: exec_platform: list of resources composing the execution platform
Output: maintenance_actions in XML format
for each r; in exec_platform do
create a <resource> entry with:
id < r;.id
name <— r;.name
semantics ¢— r;.semantics
maintenance_actions <— <resource> entry
end for

Finally, the eBPMN-based simulation implementation is given as input to the eBPMN
Execution Engine and relevant results are sent to the Results Analysis and Feedback subsystem.

4.5. Results Analysis and Feedback

This subsystem is responsible for two activities. First, the simulation outcomes are ana-
lyzed to predict resource failures and complete the specification of preventive maintenance
actions. Then, such actions are executed to update the state of the physical system, thereby
preventing (or mitigating) the expected downtime. More specifically, the simulation results
are analyzed by the Simulation Outcomes Evaluation component, which determines the
RUL of each resource in the hardware platform (i.e., the time interval between the current
instant and the next predicted failure). Based on these results, the maintenance action list is
updated, and for each action, the plannedExecTime attribute is assigned. These steps are
illustrated in Algorithm 3.
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Algorithm 3 Update of Maintenance Actions with Simulation Results

Input: exec_platform: list of execution resources
Input: maintenance_actions: action list in XML format
Input: simulation_results: simulation results
Input: lead_time: user-provided advance time for timely actions scheduling
Output: updated maintenance_actions
for each r; in exec_platform do
if 3 failure f of r; in simulation_results then
failure_time < f.time
retrieve act <actions> entry from maintenance_actions such that: act.id = r;.id
if r; has an available backup r;_bck then
add an <alert> action to act with:
plannedExecTime < failure_time —2. lead_time
message < "Expected failure on " + failure_time
add a <replace> action to act with:
plannedExecTime < failure_time — lead_time
alternative < r;_bck
add an <alert> action to act with:
plannedExecTime <— failure_time — lead_time
message <~ "The resource " r;name " is being replaced with "
ri_bck.name
else
add an <alert> action to act with:
plannedExecTime <— failure_time —2- lead_time
message < "Expected failure on " + failure_time
end if
update act in maintenance_actions
end if
end for

The actual execution of these actions at the scheduled times is managed by the Actions
Execution Engine component. In particular,

e for each notification action, an alert message is sent to the Admin console;

e for each replace action, if at least one backup resource is available (i.e., in an inactive
state), the BP engine is reconfigured so that the failed resource is replaced by
its backup. The update is also reported to the DT Model Development and Update
component, which updates the PyYBPMN model to maintain alignment with the
DT implementation.

When the physical system is modified following the enacted maintenance actions, the
Digital Twin is updated accordingly (see Figure 2, where the Action feedback is sent both to
the PS and to the DT Model Development and Update component).

If Actions Execution Engine cannot execute any of the planned actions (for example, if
no backup resource is available), an error message is sent to the administrator, who can
then plan manual countermeasures.

The next section discusses an application example analyzed through a prototypical
implementation of the proposed framework.

5. Example Application

To assess the feasibility and effectiveness of the proposed approach, an experimental
study has been conducted on a manufacturing process.

Specifically, a prototypical implementation of the DT framework has been applied to a
process flow modeled using the BPMN notation. The experimental evaluation presented
in this section does not rely on a real production system but on an emulated execution
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platform designed to reproduce the behavior of a manufacturing process. The BPMN
model has been executed on an infrastructure in which physical resources have been
emulated through software components that reproduce the failure-prone behavior of real
manufacturing equipment. Within this setup, the physical system is represented by a
Camunda-based BP engine that executes the process model and invokes web services
emulating the behavior of manufacturing devices. The Digital Twin, instead, includes
ProM Tools, a plugin-based open-source framework which implements various process
mining algorithms [47], the eBPMN-based BP simulation framework, and all the remaining
data-driven components described in the architecture of Figure 2. Finally, the integration
of the DT with the BP execution engine is implemented by leveraging the native APIs
provided by Camunda [49]. These APIs enable the application of configuration changes
resulting from DT-generated corrective actions, such as resource-to-task reassignment or
process reconfiguration.

To assess the impact of the proposed framework on BP operations, the results obtained
in two different scenarios have been compared. In the first, the feedback provided by the
data-driven DT has been ignored and the BP has been executed on a conventional platform
without any backup resources available. In the second case, redundant resources have been
introduced in the execution platform and the physical system has been integrated with the
data-driven DT.

The next section illustrates, in detail, the manufacturing process, whereas the experi-
mentation is illustrated in detail in Sections 4.3-5.4.

5.1. Manufacturing Process and Execution Platform Description

The assembly and delivery of products follow the activity flow described herein.
For each product to be manufactured, the required components are first retrieved and
then transferred to the production line. To this end, a feeding station, equipped with
an automated pick-and-place tool and a conveyor belt supplies the components to the
subsequent station, where the product is assembled by a robotic arm. Subsequently, an
automated quality inspection is performed. If quality requirements are met, a conveyor belt
transfers the product to the packing and shipping station; otherwise, a human inspection is
required to identify and possibly correct assembly defects. The manufacturing process is
assumed to operate from 6:00 to 24:00, Monday through Saturday, on 6 h shifts. Periods of
inactivity are used for potential maintenance activities. This assumption does not represent
a constraint of the proposed framework and does not limit the applicability of the approach
under different conditions (e.g., 24/7 operational processes), for which only different
operating hours need to be considered in the execution of the simulation.

The execution platform is composed of the following devices:

* Feeding Station: a structured resource composed of the following subsystems:

- Component Conveyor Belt: an atomic resource responsible for transferring the
required components from the stock shelves to the assembly station.

-  Pick-and-Place Tool: a redundant resource consisting of two robotic picking units
designed to retrieve specific items and place them on the conveyor belt. The two
redundant picking units operate in cold standby:.

¢  Assembly Station: a redundant resource composed of two robotic arms specifically
designed for component assembly. The two redundant arms operate in cold standby:.

¢ Camera: an atomic resource that enables the inspection of the final product and the
detection of potential assembly defects through image analysis.

*  Product Conveyor Belt: an atomic resource responsible for transferring the assembled
product either to the packing and shipping station or to the inspection station, where
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a human operator performs a detailed check, evaluates the need for manual corrective
actions, or arranges for product rejection.

It should be underlined that, although the example application discussed in this
section focuses on a relatively simple process structure and on cold-standby redundancy,
as discussed in Section 3.1, the PyBPMN/eBPMN framework natively supports BPMN
models of arbitrary complexity. This includes processes involving multiple participants,
message exchanges, parallel branches, and synchronization points, as well as execution
platforms characterized by heterogeneous and mixed backup policies. Accordingly, the
presented case study should be regarded as a representative and illustrative example, rather
than as a limitation of the proposed approach.

The following subsections illustrate the application of the framework depicted
in Figure 2.

5.2. Data Analysis

The system log and the state log are analyzed to extract the necessary information to
create the reliability-aware simulation model.

It is worth explicitly clarifying that, in the example application discussed in this
paper, the event log and the state log are synthetically generated. As discussed in our
previous works [50,51], the synthetic logs used in this study are generated through an
additional feature of the eBPMN framework. The synthetic log generator requires, as
input parameters, the probability distribution functions (PDFs) and the corresponding
parameters that characterize the stochastic behavior of the modeled process and resources.
The generated logs are then provided as input to the data analysis component of the
proposed framework. With respect to process-related data, the choice of the probability
distributions adopted to generate the synthetic event logs is grounded in well-established
assumptions from the process mining and simulation literature. In particular, as discussed
in [52], a negative exponential distribution can be realistically assumed for modeling the
inter-arrival time of process instances, while a normal distribution can be adopted to
model task service times in simulation models discovered from event logs. Regarding
reliability-related data, it is widely acknowledged that, in manufacturing and production
processes, the Mean Time To Failure (MTTF) and the Mean Time To Repair (MTTR) can
be effectively modeled using Weibull and lognormal distributions, respectively [53]. In
the considered case study, the Weibull distribution is adopted for modeling the MTTF,
assuming a shape parameter § = 1, which corresponds to an exponential distribution. This
assumption reflects a constant failure rate, coherently, with the adoption of a preventive
maintenance strategy. The MTTR is instead modeled through a lognormal distribution,
which is commonly used to represent repair processes.

Finally, it is important to underline that predictive maintenance represents only one
illustrative application scenario used to demonstrate the feasibility and effectiveness of the
proposed framework for the development of data-driven DTs. In this context, identifying
the probability distribution function that best fits the data tracked in event and state logs
remains a relevant and challenging research issue. Nevertheless, within the perspective
adopted in this study, the specific choice of probability distribution functions does not
affect the general validity of the proposed framework.

Table 1 shows the performance analysis results for the execution platform resources
(derived from the event log), while Table 2 presents the reliability analysis results (from the
state log).
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Table 1. Performance analysis of execution platform’s resources.
Service Time
Atomic Resource - PDF
Mean Value Variance
Picking Unit 1-2 2 min 14 Normal
Component Conveyor Belt 2 min 0.5 Normal
Robotic Arm 1-2 10 min 3.6 Normal
Camera 4 min 0.5 Normal
Product Conveyor Belt 7 min 4 Normal
Table 2. Reliability analysis of execution platform’s resources.
Atomic Resource MTTE MTTF (var) Failure PDF MTTR MTTR (var) Repair PDF
(Mean) (Mean)
Picking Unit 1-2 90 days 6 days Weibull 90 min 2 min Lognormal
Component Conveyor Belt 250 h 50 h Weibull 8h 1.5h Lognormal
Robotic Arm 1-2 200 h 10h Weibull 8h 1.2h Lognormal
Camera 50 h 1.3h Weibull 120 min 5 min Lognormal
Product Conveyor Belt 250 h 50 h Weibull 8h 1.5h Lognormal

Regarding the process workload, the arrival time of production requests follows an
exponential distribution with a mean of 20 min. Finally, with respect to the routing of
products after the quality control phase, the log analysis reveals that 40% of the compo-
nents are sent to manual inspection, while the remaining items are directly routed to the

packaging station.

5.3. Digital Twin Development

The automated specification of the PyYBPMN model performed by the DT Model
Development and Update component takes advantage of the information extracted from the
log repositories and requires a SysML model that specifies the structure of the execution
platform and the allocation of process activities to the needed resources.

Specifically, the execution platform specification consists of two distinct SysML dia-
grams: (i) a Block Definition Diagram that illustrates the resource allocation, and (ii) an
Internal Block Diagram that specifies the structure of non-atomic resources.

These models are shown in Figure 8 and Figure 9, respectively.

«block»
«structured»

FeedingStation

«usage»

«block»

- «activity»

Component Feeding

«block»
«activity»

Quality Control

«usage»

«block»
«activity»
Manual Inspection

«block»
«activity»

Packing and Shipping

«block»
«activity»

Product Assembly

«usage»

«usage»

«block»
«atomic»

ProductConveyorBelt

Figure 8.
process activities.

«block»
«atomicy»
Camera

«block»
«redundant»

AssemblyStation

Block definition diagram specifying how the physical resources are used by the
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FeedingStation Assembly Station
PickAndPlaceTool <<alternative>>
RoboticArm.A
<<alternative>>
PickingUnit.A > —
— —
= ; ]
<<alternative>>
RoboticArm.B
E <<alternative>> j
PickingUnit.B
—| —>
<<atomic>>
Component ConveyorBelt

Figure 9. Internal block diagram showing the structure of the various complex resources composing

the execution platform.
Figure 10 shows the PyBPMN model obtained.

<<PyDescriptor>>{

workloadParams =
(OpenPattgrn(interarrivalTime: <<PyDescriptor>>{ <PyDescriptor>>{
(value=(poisson(4),unit="min’))} resources= (AssemblyStation)} esources= (ConveyorBelt)}

Packing and
Shipping

Manual
Inspection

‘ Component Product Quality
Feeding Assembly Control

Production Line

<<PyDescriptor>>{ <<PyDescriptor>>{
resources= (FeedingStation)} resources= (Camera)}
Figure 10. BPMN with performance and reliability PyBPMN annotations.

For the sake of conciseness, Figure 10 only includes the «PyDescriptors annota-
tion which provide the workload description and the resource allocation for the process
tasks. The description of structured and redundant resources is provided by the use of
«PySubsystem» and «PyBroker» annotations, respectively. Furthermore, the performance
and reliability characterization of each atomic resource is given by the «Performer» anno-
tation. As an example, the description of the feeding station is provided in Listing 2.

Listing 2. Annotations of the Feeding Station structured resource.

<<PySubsystem>>
{name=FeedingStation

components (PickAndPlaceTool, ComponentsConveyorBelt)}

<<PyBroker>>

{name=PickAndPlaceTool,
alternatives=(PickingUnitl,PickingUnit2),
standby=cold}

<<PyPerformer>>
{name=ComponentsConveyorBelt,
serviceTime=(value=(exp(2)), unit=min),
MTTF=(value=(normal (280), unit=250),
MTTR=(value=(normal (8), unit=hours)}

As illustrated in Section 4.4, together with the eBPMN code, the DT Implementation
Generation component outputs an XML list of maintenance actions, which will subsequently
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be completed with the execution times of the various activities after the simulation analysis
carried out by the Simulation Outcomes Evaluation component.

5.4. Results Evaluation and Actions on the Physical System

As discussed previously, the experimentation has considered and analyzed two differ-
ent scenarios. To evaluate the effectiveness of the preventive maintenance actions provided
by the DT, let us first consider the scenario where the execution platform does not include
any backup resource, and predictions and preventive maintenance actions provided by the
DT are initially ignored.

Figure 11a summarizes the actual state of the physical system during an observation
period of 96 h. In such a time interval, two failures occur: the first one affects the Robotic
Arm that equips the Assembly Station, while the second one is related to the Products
Conveyor Belt. In this case, each resource failure directly affects the operability of the
production process, which is subjected to downtime until the failed resource is repaired.

[ Active Resource/System
Idle Resource/System
[ Unavailable/Failed resource

Il System downtime

| |
Picking Unit Feeding
Comp. Conveyor Belt Station

Assembly
Station

Robotic Arm

Camera

Prod. Conveyor Belt

96

Production Line

Time (hours)

(@)

[ Active Resource/System

Idle Resource/System
Resource unavailable for

Preventive
Resource Switch
maintenance activity

} } Il
Feeding
Station

! f Assembly

- S=T Station
L ___ e
Preventive
Maintenance

Picking Unit-A
Picking Unit-B

Comp. Conveyor Belt

Robotic Arm-A
Robotic Arm-B

Camera

Prod. Conveyor Belt

Production Line

LU

.
1
]
g
;
|
1
|
1
3
24 48 72 96
Time (hours)

(b)

Figure 11. Manufacturing process operability with and without the DT. (a) When redundant resources
are not available and any preventive maintenance actions are performed, resource failures lead to
interruptions of the process operation. (b) Reliability predictions are used to schedule automated
reconfiguration of the Assembly Station and on the Products Conveyor Belt to schedule a timely
preventive maintenance.
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In the second experiment, the same BP was executed over an execution platform which
includes redundant devices. Preventive maintenance actions scheduled according to the
DT predictions are also considered. Consistently with what has been observed in the first
scenario, the process simulation predicts the occurrence of two failures: the assembly unit
fails after 29.1 h (h) of operating time, corresponding to 35.1 h of elapsed time (i.e., including
nighttime idle periods). The product conveyor belt fails after 49.5 h (corresponding to 61.5 h
of elapsed time). Such predictions are used to generate the following corrective actions:

*  Failure of the Robotic Arm (part of the Assembly Station):

—  anotification of the upcoming failure;

- anautomated reconfiguration of the execution platform, to replace RoboticArm-A
with RoboticArm-B before the failure event, so as to ensure the continuity of the
production process;

- asecond notification message, sent when the automated reconfiguration starts.

*  Failure of the Product Conveyor Belt: a notification of the upcoming failure.

As no backup resource is available for the Conveyor Belt, the corrective action con-
sists of a notification sent to the administrator, so that appropriate maintenance could be
arranged to minimize the impact on the production line (e.g., during the night as in this
case, or by planning downtime when lower productivity is expected).

To evaluate the impact of failures on system productivity, the manufacturing times
obtained in the two scenarios are compared. Figure 12 shows the production times for
1000 items. In the Conventional Process case, noticeable peaks are observed, corresponding
to failures that occurred during production.

Specifically, four failures were observed for the conventional scenario, resulting in a
total production downtime of 15.51 h, corresponding to the time required to restore the
affected resources. In contrast, in the DT-based scenario, the automatic reconfiguration of
redundant resources and the scheduling of preventive maintenance actions during non-
operational periods, as illustrated in Figure 11b, prevent the occurrence of production
downtime. As a result, the production process remains continuously operational over the
same time period.

Manufacturing Time per Piece

Time (mins)

] 50 100 150 200 250 300 350 400 450 500 550 600 650 700 750 800 850 900 950
Products

mConventional mDT-based
Process Process

Figure 12. Manufacturing time per product (sample of 1000 items).

Over the considered observation period, the performance indicators reported in
Table 3 have been computed. We observe an approximate 57% reduction in the aver-
age manufacturing time. This improvement is mainly enabled by the Digital Twin, which
allows maintenance actions to be enacted in advance of predicted failures, thereby stabiliz-
ing the production flow and significantly reducing process variability, as also confirmed by
the observed variance reduction. Moreover, the DT-based process achieves a throughput
increase of about 19.2%. A sliding-window analysis performed over 100 consecutive items
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reveals that the throughput improvement is not uniform over time and can reach peak
values close to 30% during specific operating periods. This result highlights that the benefits
of failure mitigation are particularly significant in phases where failures induce congestion
and propagation effects along the production line.

Table 3. Manufacturing process performance indicators.

Scenario Manufacturing Time Manufacturing Time Throughput
(Mean) (Variance) (Items/h)

Conventional Process 69.52 min 10,293.60 2.51

DT-based Process 39.86 min 744.43 3.01

Furthermore, a detailed analysis has been performed on the production of a sample
of 100 items, from number 50 to number 150. Figure 13 compares the time required to
complete the production of this sample in the two scenarios. The results highlight the
impact of the DT on overall process productivity.

Manufacturing Process Productivity

120

100

80

60

40

20

Number of manufactured products

15 20 25 30 35 40 45 50 55 60 65 70 75
Time (hours)

-=-Conventional -=-DT-based
Process Process

Figure 13. Process productivity in terms of the cumulative number of manufactured products (sample
of 100 items).

The experimental results summarized in this section are based on measurements
collected on the physical system (PS) under two different scenarios, namely with and
without the presence of the DT, with the specific aim of assessing the actual and effective
applicability of the proposed data-driven framework. As illustrated in Section 5.2, the
simulation model at the core of the DT is derived from synthetically generated logs under
realistic modeling assumptions. Nonetheless, since the data analysis component enables
the discovery of both the simulation model and its parameters from real execution data,
the modeling assumptions introduced for the case study do not affect the general validity
of the proposed approach.

5.5. Discussion

This section discusses the lessons learned from the analysis of the experimental results
and outlines advantages and limitations of the proposed method. The application of a
prototypical framework to the proposed case study made it possible to verify the actual fea-
sibility of the method and its effectiveness. The availability of a DT constantly aligned with
the operational configuration of the PT enabled the prediction of failures in the execution
platform and the execution of appropriate countermeasures: automatic reconfiguration
(where possible) and the timely scheduling of preventive maintenance actions when a
backup resource was not available. These actions helped prevent resource downtime,
thereby ensuring higher productivity. The use of an innovative approach based on process
mining techniques and model-driven technologies enabled the automatic generation of
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an executable simulation, reducing the effort and expertise required for the development

and subsequent implementation of a reliability-aware simulation model. On the other

hand, experimentation with the prototypical framework also revealed the limitations of the

proposed approach:

DT latency and real-time applicability: in the considered evaluation setting, reconfig-
uration and maintenance actions are scheduled during the system’s non-operational
or low-load periods. The reconfiguration operations executed through the invocation
of BP engine APIs have been carried out without significantly affecting productivity,
and the overhead introduced by DT analysis and system reconfiguration is therefore
negligible. The Camunda execution engine enables workflows to react to events with
minimal latency, since workflow deployment and configuration updates can be per-
formed through API invocations that streamline model updates without significant
overhead with respect to typical business process execution time scales. Consequently,
in the examined scenario, network communication delays between the PAIS and the
DT, as well as the time required to apply reconfiguration decisions, can be considered
negligible. In real-time or safety-critical domains, however, the end-to-end latency of
the DT feedback loop becomes a key factor and mainly depends on the time required
to reconfigure the involved resources. Such latency is negligible for software-based
resources, while it may require explicit evaluation for physical appliances that involve
manual intervention or human-in-the-loop actions. Future work will therefore include
a quantitative assessment of these aspects.

Synthetic logs and validation on industrial datasets: the evaluation presented in this
paper relies on synthetic event and state logs. Furthermore, an emulated execution
platform has been used in the addressed case. While this choice enables controlled
experimentation and repeatability, it does not fully capture the complexity and the size
of real industrial data. Future work includes applying the framework to a real case
with more extensive datasets, also to assess the scalability of the proposed approach.
Automation and Availability of Toolchains: the prototypical implementation of the
framework has been based on the use of different tools developed and executed in
heterogeneous operational environments (ProM tools, EMF-based model transforma-
tions, BP engines, etc.). The complexity of the framework would highly benefit from
the development of an integrated system in which the generation and deployment
of the DT, its execution, the implementation of appropriate countermeasures, and
the alignment of the simulation model with the state changes of the physical system
can all be handled in a unified manner. In this respect, future work includes the
implementation of an integrated Digital Twin management tool capable of supporting
the full DT lifecycle, from its development to the management of relevant adaptive
feedback mechanisms. Such an approach is required to improve scalability and main-
tainability and ensure an effective synchronization between the simulation model
and the evolving state of the physical system, thereby improving the effectiveness of
decision-support activities.

6. Conclusions

This paper introduced a data-driven framework for the development of Digital Twins

of BPs. The approach relies on the joint use of SysML and extended BPMN models and

exploits process mining techniques and model-driven engineering principles to generate a

realibility-aware DT. The framework provides a structured method to integrate reliability

analysis into process models, allowing for the anticipation of resource failures and the

scheduling of preventive maintenance actions.
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The case study highlighted the effectiveness of the approach in a manufacturing
scenario, showing how predictive maintenance based on DT simulations can significantly
reduce downtime and improve productivity.

Work is in progress to complete the implementation of a full-fledged tool and carry
out its validation in various application scenarios.

Author Contributions: Conceptualization, P.B.,, M.F. and A.D.; methodology, P.B. and A.D.; software,
P.B.; validation, P.B. and M.F; investigation, P.B.; data curation, M.E,; writing—original draft prepa-
ration, P.B. and M.F,; writing—review and editing, P.B., M.F. and A.D.; visualization, P.B., M.F. and
A.D,; supervision, A.D. All authors have read and agreed to the published version of the manuscript.

Funding: This research received no external funding.
Data Availability Statement: Dataset available on request from the authors.

Conflicts of Interest: The authors declare no conflicts of interest.

Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial Intelligence

APIBDD  Block Definition Diagram (SysML)
BP Business Process

BPM Business Process Management
BPMN Business Process Model and Notation
CPS Cyber-Physical System

DT Digital Twin

eBPMN Executable BPMN

IBD Internal Block Diagram (SysML)
IoT Internet of Things

PyBPMN  Performability-enabled BPMN
MDA Model-Driven Architecture

MDD Model-Driven Development

MDE Model-Driven Engineering

MTTF Mean Time To Failure

MTTR Mean Time To Repair

PAIS Process-aware Information System
PdA Predictive Maintenance

PDF Probability Distribution Function
PM Process Mining

RUL Remaining Useful Life

SysML Systems Modeling Language

WS Web Services
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